ACTIVITY REPORT

1. Name of the Organising Department: Computer Science
2. Name of the Event Conducted: A One-DayWorkshop on Al in Cybersecurity

3. Name of the Collaborating Organisation/Cell/Department/Committee (if any):
IQAC, K.C. Das Commerce College

4. Mode: Online/ Offline/Blended: Blended

5. Date of the Event: 17" May 2025

6. Time:10.30-3 PM

7. Place/ Venue/ (Platform -in Case of Online Programme):Conference Hall 2
8. Objectives of the Event (Please describe point-wise):

e Understanding Al in Cybersecurity: Describe how artificial intelligence (Al) tools,
such as machine learning and deep learning, are applied to threat identification, risk
assessment, and incident response in cybersecurity.

e Threat Detection & Prevention: Showcase Al-based techniques to spot phishing
scams, malware, and unusual network traffic.

e Ethical and Legal Aspects: Talk about data privacy, Al bias, and legal frameworks for
ethical Al use in cybersecurity.

e Hands-on Training & Case Studies: Provide practical exercises and real-world case
studies to illustrate Al’s impact on cybersecurity.

e Future Trends & Challenges: Examine emerging threats, adversarial Al, and how Al
will shape the future of cybersecurity.

9. Name of Resource person(s) with their Position and Organisation Name (if any):
1. Dr. Satyajit Sharma, Asstt. Professor, Dept. of IT, Gauhati University

2. Dr. Nazrul Haque, Asstt. Professor, Dept. of Computer Science, Manipur
University

10. Title of the Topic(s) delivered by the Resource person(s) (if applicable):
1. Understanding Al in Cybersecurity

2. Explore the use of Al tools in threat detection and prevention



11. Total No. of Participants: 85
a. Students:69
b. Teachers:16
C. Others (Please Specify): .....ccccvvvriniiieiciiienn
12. Total No. of Beneficiaries (in case of extension activities): ..........c.cccocevevivennenns
13. Outcome of the Event (Please describe within 200 words):
By the end of this workshop, participants will benefit by:

1. Knowledge & Skill Development:
v" Understanding Al’s role in cybersecurity (threat detection, automated
response, etc.).
v Learning about Al-driven security tools like SIEM, IDS/IPS, and EDR.
v" Hands-on experience with Al-based security frameworks.

2. Practical Implementations:

Threat Detection Models: Al models that identify malicious activities.
Phishing Detection: Al-based email filtering and analysis tools.

Anomaly Detection: Identifying unusual patterns in network traffic.
Automated Incident Response: Using Al to mitigate cyber threats in real-
time.

v
v
v
v

K.C. Das Commerce Collegase

A ONE DAY WOoORKSHOP
(=1
AI INCYBERSECURITY

Organized by
Dept. of Computer Science
INn association with I CQCAC K. C. Das Commerce College

TOPICS OF DISCUSSION RESOURCE PERSDODONS

Dr.Satyajit Sharma
Asstt. Professor

Dept. of IT

Sauvhati University
Session 1: 1I0.30-12.30 pm

Dr.Naz=rul Hogue
Asstt.Professor

Dept. of Computer Science
Manipur University

Session 2: 1-3 prm

~May Venue:
Conference Hall 2
2 O 2 S

€D ssss8393176 W kocdocollege. ac.inm O Chatribari.Ghy OS



Photograph of the event:

e |
M GPS Map Camera

% Guwahati,Assam,India
Horen Kalita Road, Athgaon, Guwahati, Assam
781008, India
Lat 26.173983, Long 91.741884
05/17/2025 10:42 AM GMT+05:30
Note : Captured by GPS Map Camera




Guwahati,Assam,India
Horen Kalita Road, Athgaon, Guwahati, Assam
§ 781008, India
J Lat 26.173983, Long 91.741884
05/17/2025 10:43 AMGMT+05:30
Note : Captured by GPS Map Camera
/4






















